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Abstract:

In this paper, issues with access control
and vulnerabilities at Aalborg University
are examined. Whilst doing this exami-
nation, vulnerabilities in various web ser-
vices related to the access control system
at Aalborg University were discovered. A
proof of concept for a new access control
system was also developed.

This proof of concept attempts to avoid
trusting PICC scanners, which would
allow for third party services to use said
scanners safely. Additionally, the proof
of concept uses unique cryptographic keys
on each PICC, which reduces the risk of
duplicated PICCs. This proof of concept
consists of a MIFARE Classic 1K PICC,
a client-side application for scanners, and
a server-side API and -database that the
client-side application uses.

It was found that Cryptol can be com-
promised by a malicous scanner, but using
unique keys on each PICC partially miti-

gates PICC duplication.

The content of this report is freely available, but publication (with reference) may only be pursued due to

agreement with the author. The source code to any program, which is not included in Appendices, can be

found in the attached ZIP file.
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Nomenclature

Abbreviation  Name

API Application Programming Interface
ASCII American Standard Code for Information Interchange
CHF Cryptographic Hash Function

CI Continuous Integration
CPR-number Civil Registration Number

CRC Cyclic Redundancy Check

FIFO First In First Out

GPIO General-Purpose Input/Output
HTML HyperText Markup Language
HTTP HyperText Transport Protocol

I/0 Input/Output

IC Integrated Circuit

ID Identifier

IEC International Electrotechnical Comission
1P Internet Protocol

IRQ Interrupt Request

ISO International Standards Organization
JSON JavaScript Object Notation

LSB Least Significant Bit

MFA Multi-factor authentication

MISO Master In Slave Out

MITM Man in The Middle

MOSI Master Out Slave In

MSB Most Significant Bit

MUID Manufacturing Unique Identifier
NFC Near Field Communication

NUID Non-unique ID

0OS Operating System

PCD Proximity Coupling Device

PICC Proximity Integrated Circuit Card
PUID Personal UID

RBAC Role Based Access Control

RFID Radio Frequency Identifier

SBC Single Board Computer

SHA Secure Hash Algorithm

SPI Serial Peripheral Interface

SQL Structured Query Language

TLS Transport Layer Security
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UID Unique Identifier
URL Uniform Resource Locator
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Background

This project revolves around the experience of using the access control system place at
AAU (Aalborg University).

The project was initialized through the proposal from some students at AAU who heard
about a third party that had managed to duplicate an AAUCard. This peaked an interest
in how the AAUCard works, which potential flaws it has and how it can be improved. As
such, its current established access control system was chosen as a case study.

Newly enrolled students are granted a personalized access control card. This card has their
name, photo, card number, student number, a magnetic stripe and bar-code printed onto
it. It also contains an integrated circuit for the purpose of utilizing proximity scanners.
The AAUCard can be used multiple ways on campus e.g. as an access card for doors and
printing.

Xi






Introduction

Security has been an essential concern throughout time, whether it’s about providing a
safe area to stay or to keep ill-intended adversaries away from material as well as non-
material goods. As such it has come in many forms like manned guard positions, physical
locks and password systems. The aforementioned adversary can be any malicious actor,
for instance a cyber criminal seeking profit or a nation state seeking intelligence. When
determining the security of a system, an adversary is usually assumed to have near infinite
resources, to make sure all faults are discovered, even if they are not easily exploitable. If
an attack is improbable due to high resource requirements, that attack can be disregarded
for later reevaluation.

The improvement of security has been met with similar progression from adversaries
and their means of intrusion. This has created a need to constantly keep ahead of
the curve with more advanced technologies to avoid potential breaches. An example
of this development can be seen with the rising fear of credit card cloning, or skimming
[1]. Skimming prompts credit card manufacturers to outfit cards with more resilient
cryptography and other potential means of rejecting card skimming devices. Similarly,
existing PCDs (Proximity Coupling Device), or simply card scanners, could be updated
to, for instance, requiring PIN codes more often. Another possible solution would be
to not trust the PCD whatsoever. Trust in a security context is a complex topic. An
example can be entrusting a third party with a secret, which also means that they can
leak it. If sharing the secret was unnecessary, it would have been safer not to. If you are
using software from a ’trusted’ third party and the third party turns malicious or gets
compromised, you are likely to also be compromised as a result. Decreasing the amount
of trusted parties is thus desirable and being ’trustless’ is optimal, though it may be
impractical.

1.1 Access Control

Access control is a term often used in the context of security of e.g. physical access to
buildings or data.

Physical access control systems are used to allow authorized people to enter an otherwise
locked building without assistance from other personnel. This is used in multiple different
settings, e.g. a university. Generally the most well known and used form of access control
is a key and a lock, which is an analogous mechanism. In 2019, 49% of all companies with
250+ employees in Denmark used sensors for access control [2]. In terms of universities in
Denmark, almost all allow students to enter certain facilities outside normal opening hours.
This is typically implemented through the use of an electronic access control system. [2]
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Credentials are needed from a user in order, for an electronic access control system, to
work properly. A credential could be a known pass code of the user, a simple version being
entered on a keypad with the numbers 0-9 as well as the * and # symbols. Credentials
can be make use of multiple factors, which are usually something you know (e.g. a code),
something you have (e.g. a key card) and something you are (e.g. fingerprint). The
latter category is validated by a Biometric Reader, which is a device that takes a physical
attribute of the user as input.

1.1.1 Key Card Access Control

In terms of the aforementioned key card, there are multiple options and according to
Norman [3] the following cards are the most common:

o Magnetic Stripe
o Wiegand wire

e Passive Proximity
o Active proximity

e Smart Card

The magnetic stripe was invented with the intend of easing the process of withdrawing
money from an ATM. One of the benefits of this card type is that both the reader and the
actual card are inexpensive. However, magnetic stripes can be copied, which can make
them unfit to stop adversaries from entering. In terms of access control, magnetic stripe
cards has predominantly been replaced by proximity cards.

Wiegand wire uses cards embedded with wires, the wires change polarity when swiped
through a wiegand reader, which then can be translated into data.

Today, the Wiegand data protocol has become the standard for proximity cards.

Usually, passive proximity cards uses 125 KHz RFID (Radio Frequency Identifier) to
transfer data to the reader. The name passive refers to the fact that the card has no
stored energy on the card, but instead uses a coil from the reader to transfer an ID
(Identifier) from the tag. An active proximity card has a battery attached to the tag,
which allows for long-range reading. This could for example be used to open a garage
door on arrival of a car. A big difference in these two types of cards are the cost.

Usually, a smart card uses 13.56 MHz RFID and it is the successor of proximity cards,
since it was created with the intention of lowering expenditure and adding new features
to the cards. One of the benefits of smart cards are its ability of high storage and that it
can be encrypted. [3]

1.1.2 Biometric Access Control

Different kinds of biometric access control exist. A common benefit of biometrics is that
every individual has different biometrics.
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Universality of a given biometric, which means that the the physical trait being measured
is common to all users, is according to Bolle and Pankanti [4] a key factor. The most
commonly known biometrics are:

Fingerprint

Eyes
e Face

Voice

Fingerprints, as a biometric, work by using the unique ridges and valleys that exists on
the tips of an individual’s fingers. The user places their finger on a fingerprint scanner,
which compares the fingerprint to approved users’ fingerprints. If the fingerprint matches
that of an approved user, access is granted.

The fingerprint biometric is one of the most developed biometric technologies, due to the
fact that it has been used in criminal investigation for the last century. Moreover, it is
believed that no two humans have identical fingerprints [4]

Eyes, as a biometric, work by using retina or iris recognition. Retina recognition uses
blood vessels with a scanning distance ranging from eigth centimetres to one meter. A
scanner that uses near infrared light is able to see the blood vessels in the eyes and are
able to compare it to already saved retinas. [5]

Iris recognition is seen as one of the strongest biometrics, due to the fact that there is
high randomness in the development of the iris, and because the parameters needed for
iris recognition do not change for a person, except for cases such as eye diseases or injuries.
Iris recognition works by using ambient light on the person’s eye, where the photons from
this light is then partially reflected back to the scanner. [6]

Face recognition has the same goal as other biometrics i.e. detecting a person with one or
more sensors. One of the most popular approaches to face recognition is PCA (Principal
Component Analysis), which is used to create a set of eigenfaces from multiple images
of a user’s face. However, face recognition is generally seen as less accurate compared to
other biometrics. [7]

Speaker recognition refers to identifying the individual on the voice alone. An example of
this could be that the user first enters PIN code at the door, and then uses his voice to
verify before the door can be opened. Many factors can cause errors in terms of speaker
recognition such as: Aging, sickness, or extreme emotional states, e.g. stress. Therefore,
no matter how accurate the speaker recognition algorithm is, it can be limited by the user.

8]
1.2 Role Based Access Control Security

The security properties of a RBAC (Role Based Access Control) system can be divided in
two parts; authentication and authorization. There are also physical considerations such

3
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as which lock and door is used. For instance, there is no benefit in having a strong lock
on a paper-thin door. However, physical concerns are deemed out of scope.

1.2.1 Authentication

Authentication is the process of proving a claim. With regards to access control, this is
usually proving a claim of identity based on credentials provided by the authenticating
autority. A scenario might be that a user claims to be Alice and since the user, in this
case, can provide Alice’s credentials, authenticity of the claim is assessed, though not
guaranteed, to be true.

In such a scenario authenticity is not strictly proven, but depending on the security of the
credentials it is rather unlikely, that anyone but Alice could provide them.

The security of the credentials depends on how many of the following factors they make
use of, similarly to the factors mentioned in section 1.1 on page 1.

¢ The knowledge factor, something the user knows. A knowledge factor element
could be a password.

e The ownership factor, something the user has. An ownership factor element could
be an ID card.

e The inherence factor, something the user is and only that user is. An inherence
factor element could be a biometric, like a retinal pattern. [9]

While multiple elements of the same factor can increase security, it is usually only
marginally as the work to compromise a single element of a factor is about the same
as compromising an entire factor. This can be exemplified as such:

o If Alice’s credentials consists of two knowledge factor elements, like a password and
a security question, they would both be compromised in case of a MITM-attack
(Man in The Middle), phishing attack, shoulder surfing and similar.

e If Alice’s credentials consists of two ownership factor elements like a keyhanger and
an ID (Identification) card, they would both be compromised in case of theft or
similar.

o If Alice’s credentials consists of two inherence factor elements, like a retinal pattern
and a fingerprint, it could be argued that a retinal pattern is more difficult to
replicate than a fingerprint, but there are still approximately the same requirements
for attacks that would compromise inherence factor elements.

In general it is only beneficial to have a single element of each factor and if multiple factors
are used, it is called MFA (Multi-factor authentication). [9]

An ideal RBAC should use credentials with as many factors as possible without being
inconvenient. For some RBAC systems, especially the physical ones, a fourth factor can
be introduced:
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e The location factor, where the user is.

This can be used since the speed of common transportation is known. This means that,
if a user within minutes of attempting to authenticate from one location, attempts to
authenticate from a location far away, the attempt can be rejected. [10]

1.2.2 Authorization

Authorization is the process of assigning privileges. In the context of physical RBAC this
is usually determining whether a user should or shouldn’t be granted access to a room.
These privileges should be dynamically changeable as they often change over time.

1.3 Initial Problem Statement

Which issues are there with access control in a university setting?







Problem Analysis

Now that general access control and role based access control have been introduced, the
initial problem statement is expanded upon. This is done by researching the access control
system at AAU.

2.1 AAUCard Case

In order to establish security throughout the campuses and provide students and faculty
members with access privileges, Aalborg University has implemented AAUCards. Said
AAUCards are personalized PICCs (Proximity Integrated Circuit Card) which serve
multiple purposes, e.g. unlocking doors of university buildings, using AAU printers and
borrowing books from the library. These cards have four identifications integrated into
them: RFID tag, magnetic stripe, bar-code, and visual identification, i.e. name, study
number, card number, date of issuance, and picture.

e The RFID tag is used when unlocking doors and when using the printers.
e The magnetic stripe can be used on printers and in some on-campus cafés.

e The bar-code only holds the card number, and is used when borrowing books from
the library.

e The visual identifications are mostly used to verify a student at course exams.

In some buildings the AAUCard is not only used to unlock doors into the building, but
also to unlock doors of personal group rooms. This access is given by AAU personnel on
request. At the start of study, a PIN code is chosen by the student, which is only used
as a supplement to either the RFID tag or the magnetic stripe, see figure 2.1 on the next

page.
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Adgangs-
kontrol

Figure 2.1: A picture of the card reader model used to unlock doors of AAU facilities.

Moreover, third party services is built using the AAUCards. An example of this is a
café on campus, which is run by volunteers, that allows for payment with the card. The
aforementioned café uses magnetic stripe for transactions and no code is necessary.

Reading the manufacturing id reveals that the cards are of model NXP MIFARE Classic
1K. Introduced in 1994, these could store 1 kB of data securely by requiring key
authentication to access the data [11]. This is achieved by having an onboard chip which
encrypts traffic and authenticates the reader before transfer [12].

The 1 kB on the card is split up into 16 sectors (0 through 15), each containing four 16 byte
blocks. The last block of each sector is called the sector trailer, containing authentication
keys and permissions for each block [12]. Without the key to this sector an adversary can,
in principle, not get this string, thus preventing cloning of cards.

Sector 0 on the card contains a serial number, which is also known as a MUID
(Manufacturing Unique Identifier). The MUID is assigned once the card is manufactured
and can only be changed on spoofable cards.

2.1.1 Interview

In order to achieve greater understanding concerning the AAUCard system, an interview
was conducted on the 26th of September 2019. The interviewee in question was a security
specialist at AAU IT Services, Finn Biittner.

Biittner reiterated the four identifications of the AAUCard, as mentioned in section 2.1
on the preceding page, and their intended usage.

The RFID identifier grants access at door PCDs (Proximity Coupling Device), allowing
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the AAUCard holder to enter the building or room all depending on the zone (0, 1, 2,
etc.) and their role. Zone 0 as an example controls access to the outer layer of a building,
while zone 1 controls access to an area of the inner layer. A single room with one door is
also a zone, if it uses a scanner to control access. A zone controls access by having policies
for when it is locked and whom has access.

Additionally, one can use the RFID to utilize printer services. University staff members
are also outfitted with an AAUCard, but it does not require PIN code for printers. Sector
15 of the RFID tag is used for door access while sector 0, the MUID, is used for printer
services. The magnetic stripe, sector 15 of the RFID tag, and the bar-code contain the card
number and the bar-code primarily used for AAU Library services. The final identifier,
the visual information, is used to confirm the authenticity of the AAUCard holder. A
PUID (Personal Unique Identifier) is the study number each individual student has.

When a PCD has read a RFID the information will get passed on to a control box which
then validates and opens the door accordingly. Said control boxes connect to a database
server, but a connection is not necessary to function as all of the information in the
database server exists locally as well. This is illustrated in figure 2.2.

Master
database

Data center

Local
s

Building n

Figure 2.2: Illustrated AAUCard Infrastructure

Biittner addressed an issue with the current system in that it is never apparent whether
someone is still inside of a room in the building. This is due to the fact that the system
does not require AAUCard scans every time a room or building is entered and left, as well
as how AAUCard holders may keep doors open for other students or personnel. These
problems are not present at the AAU campus located in Copenhagen, as the PCDs there
require each individual students to swipe their cards. This way the system is able to more
reliably keep track of who is inside the buildings.

However, it is not for certain whether someone is utilizing an AAUCard belonging to
another card holder than themselves, nor is their photo identifier validated.

According to Biittner, a noteworthy factor of the AAUCard was the focus on convenience.

9



Group 19gr352 2. Problem Analysis

This establishes that AAU staff and students should get access to relevant facilities with
as little trouble as possible while still remaining secure. As such zone 0, 1, and 2 were
established for different buildings and access intervals, where most buildings get more strict
access requirements past 15:45 until next morning. This makes the necessary facilities
easier to access during the most active hours of the day and locked off from unauthorized
adversaries for the rest of the day.

When asked about how the current system could be improved, Bittner mentioned that
it would take more than just newer cards to fix the most apparent issues, as the system
is only as strong as its weakest link. This means both the relevant hardware, i.e. PICCs,
PCDs, Control boxes, and processes surrounding it, i.e. cryptography, data handling, card
printing, would have to be upgraded.

2.2 About MIFARE Classic cards

The NXP MIFARE Classic 1K cards are an example of an ISO/IEC (International
Standards Organization / International Electrotechnical Comission) Type A 14443
compliant PICC [12]. They come in many varieties and have embedded ICs (Integrated
Circuits) capable of performing memory and processing functions. The PICCs which
are compliant with the ISO/IEC 14443 standards remain some of the most prevalent on
the market, as they provide a low-cost solution to security [13]. ISO/IEC 14443 covers
a number of features concerning cards and security devices for personal identification,
specified in four different parts:

e 14443-1: Physical characteristics

14443-2: Radio frequency power and signal interface
e 14443-3: Initialization and anticollision

e 14443-4: Transmission protocol

PICCs and similar security devices are specified by ISO/IEC 14443-2 as either Type A
or Type B depending on the modulation and bit coding of the embedded IC. Most PCDs

(Proximity Coupling Device) will nonetheless be capable of reading either type as long as
compliance with ISO/IEC 14443-2 is met.

Compliant devices typically work within a proximity of up to 10 centimetres within the
PCD and with a frequency of 13.56 MHz [14]. Such proximity limitation can be seen as
a benefit as it reduces the risk of multiple PICCs being caught within the range of the
PCD simultaneously, also known as a collision. ISO/IEC 14443-3 compliant PICCs feature
an anticollision measure to further prevent this phenomenon, ensuring that the intended
PICC will always be read. Furthermore, the limited range serves to hinder adversaries
from skimming the PICC and intercepting its information.

An additional feature that is commonly seen among smart cards is magnetic stripes. The
magnetic stripe functions as a bit data carrier once polarized, where a long polarity reversal
counts as a 0 and two short reversals count as a 1. These stripes can be laid out across
three tracks meant to store data.

10
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2.3 AAUCard Examination

This section will examine the AAUCard implementation, and how cards are validated. It
will also examine the services deployed around AAUCard.

2.3.1 MIFARE Classic 1K Vulnerabilities

The possibility of cloning the MIFARE Classic 1K cards relies on the key authentication
and encryption done on the card. The algorithm used for these operations was developed
by NXP and is proprietary.

In 2008 several papers reverse engineered the algorithm used in the cards called Cryptol
[15]. Since then, many exploits have been found which enables an adversary to extract the
keys from the cards without access to a genuine reader. Some of the weaknesses associated
with the exploits are summarised below [16].

e The key size is only 48 bits, which may seem sufficient as every authentication request
to the card takes six milliseconds. However, if an adversary knows the weaknesses
of the Cryptol algorithm, the key can be brute-forced with an offline attack.

e When authenticating, the cards sends a random challenge to the reader, which it
must answer correctly. However, the pseudo-random number generator used to
generate these challenges has an entropy of only 16 bits, meaning these challenges
are repeated often.

e When doing nested authentication the challenge will be sent encrypted. And
since the challenges repeat, an adversary can predict it and extract 32 bits of the
keystream.

o The internal state of the cipher is handled by a LFSR (Linear Feedback Shift
Register) which state is initially set to the sector’s secret key. Given a state and
the data fed to the LFSR an adversary can roll it back to its initial state, since it is
deterministic, which is the secret key.

The attack described in Meijer and Verdult [16] has been implemented in multiple
free/libre and open-source programs, and enables anyone to extract the secret key of
a card in a couple of minutes [17]. This key can then be used to manipulate or copy the
content of all cards using this key.

2.3.2 AAUCard Vulnerabilities

Each AAUCard has its own card number which is stored on the magnet stripe, rfid sector,
bar-code, and printed on the card. This number is read out by the reader and is then sent
along to be checked. [18]

Using a free/libre and open-source program named MIFARE Classic Tool [19] which
utilizes the built-in NFC (Near Field Communication) reader in smartphones, one can
read MIFARE Classic cards. An example of using this tool can be seen in figure 2.3.

11
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00000000000000000000000000000000
00000000000000000000000000000000
FFFFFFFFFFFF

Sector: 13

00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
FFFFFFFFFFFF

Sector: 14

00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
FFFFFFFFFFFF

Sector: 15

Figure 2.3: A cropped screen dump of MIFARE Classic Tool when reading an AAUCard

Using a key cracked with the MIFARE Classic 1K Vulnerabilities, described in section 2.3.1
on the previous page, allows the content of locked sectors be read and written, which

reveals that sector 15 is used to store a user ID string. An example of this can be seen

in figure 2.4 on the facing page. This same key can also be used to read and write other

AAUCards, meaning the same key is used to protect multiple cards. Therefore, one can

copy all AAUCards if they have cracked a single key.

Sector: 13

00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000

FFFFFFFFFFFF

Sector: 14

00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
FFFFFFFFFFFF

Sector: 15

Redacted

00000000000000000000000000000000
Redacted

Figure 2.4: A cropped screen dump of MIFARE Classic Tool reading an AAUCard with the key. Sector

15 reveals confidential information and has as such been redacted.

Using data from 12 cards the following pattern of the ASCII (American Standard Code

12



2.3. AAUCard Examination Aalborg University

for Information Interchange) encoded Sector 15 was induced.

GROUP 4 ;0033310
O000XXXXXX07Y0000

Here XXXXXX is the users’ card number and Y seemed to vary between 0x30 and O0x3F.
From the values of the 12 cards, it appeared that this is a check digit, determined by the
following formula.

Yio =48 + (((i Cln) — 1) mod 16) (21)

Where d,, is the n’th digit of the card number, 6 is the length of the card number, Y7 is
the decimal representation of the ASCII character Y and 48 is the decimal representation
of 0x30.

The check digit appears to be used for verifying a valid card number and is calculated.
Because the content of sector 15 can be calculated from the card number, an adversary
can duplicate cards by knowing their 6 digit card number.

Experiments revealed, that when duplicating a card, both cards are valid and can be used
to enter buildings.

As described, the reader is responsible for reading the card number from sector 15, meaning
it has access to the key. This places trust on the card readers.

2.3.3 AAUCard System Challenges

The AAUCard system faces a number of challenges as has become apparent through the
problem analysis section. Following is a brief summary of the different issues to give an
idea of how the system may be improved.

First and foremost, the requirement of convenience limits the security of a potential
system. Most zone 0 faculties will at least have the front doors unlocked in the day
time. This is done as more strict door security during the active hours could cause a
congestion e.g. when a lot of students try to access the same locked faculty at once. This
convenience is generally prioritized rather highly, as such the AAU staff card does not
need a PIN code to use AAU printers (see section 2.1.1 on page 8).

Skimming is a risk, but the cards will have limited usage as they still require a PIN code
for zone 1 and 2 access. Since AAUCards are of the MIFARE Classic 1K type, there is
also a lot of fast and reliable skimming tools available.

Biittner mentioned during the interview that the pictures submitted when a student
orders a new AAUCard are not checked. This way students could order an AAUCard
with a picture of someone else. The visual information on existing cards is also not
verified by another human, meaning no adversary is going to be stopped from using stolen
AAUCards or skimmed cards that look illegitimate. Furthermore, the system will not be
able to reliably register and keep track of everyone inside the faculties. This is because

13
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AAUCard holders can hold locked doors for each other and people who entered before a
zone was automatically locked can stay inside. This way someone without the PIN code
or AAUCard could have access to locked faculties.

A way of restructuring the AAUCard system and making it more secure, could be to use a
different type of smart card. However, it is postulated that one of the biggest security flaws
in the current system is the use of the same key on all cards. This is because even if the
smart card would be upgraded, an adversary could potentially still manage to crack the
key, and thereby repeat the process mentioned in section 2.3.2 on page 11. Furthermore,
it is postulated that it would be cumbersome to replace all existing AAUCards.

2.3.4 AAUCard Web Service Vulnerabilities

The vulnerabilities described in this chapter have been disclosed to AAU Information
Technology Services and they are being handled according to process.

While examining AAUCards, a few related web services and vulnerabilities were
discovered. Namely, an AAU Library login page and an AAUCard PIN code register

page.

2.3.4.1 AAU Library Login Page

The AAU Library login page, as seen in figure 2.5 on the next page, allows users to log in
to their AAU Library account.

«

THE UNIVERSITY LIBRARY
AALBORG UNIVERSITY

Login using AAU Access Control M Howtologin

Student and staff at AAU

« The preferred option is login using AAU Access Control

Recommended to staff and students at Aalborg University... Please be aware
that a borrower card is a requirement to be able to login. Staff users need to

register themselves while students are registered automatically. = The first time you login you will be asked to provide your borrower credentials

aswell
+ In Primo, you have access to search both publicly available as well as restricted
data sources
+ Access to full text is limited by library subscriptions and free content

Login using your borrower credentials
g gy - For staff users only

+ Your borrower credentials are your AAUcard or library card number and pin
Alllibrary users unaffiliated with Aalborg University... ¥ Y P
code. Not yet a borrower? Then please skip login until you have become one

« | forgot my credentials

Card number Pin code For student users only

- + Your borrower credentials are your AAUcard number and pin code
Login
« Change my pin code

Other users (users unaffiliated with AAU)

Not a user? i + Youwill need to login using your borrower credentials
+ You have access to search publicly available data sources only
Become a library user here... * Accessto full text is limited to free content

More information

Figure 2.5: The AAU Library Login Page
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2.3. AAUCard Examination Aalborg University

However, an adversary can use this page to brute-force the AAUCard PIN code if the
card number is known. This brute-force attack is possible since there is no rate limiting
on login attempts and the PIN code is only four digits long, and can not start with a zero,
leaving 9000 possible combinations. This allows an adversary to enter any building at any
time on behalf of the victim, if the victim’s AAUCard has access and the adversary has
seen the victim’s card number.

A proof of concept implementation of this was written in Python and GNU Bash, but has
been redacted from this report.

In general, it is not clearly indicated that card numbers are supposed to be kept secret.
Card numbers are, for instance, shared between group members when filling out a form
to grant access to group rooms.

2.3.4.2 AAUCard PIN code Register Page

The AAUCard PIN code Register Page, as seen in figure 2.6 on the following page, allows
users to change their PIN code by logging in with their CPR-number (Civil Registration
Number) and card number.

«

AALBORO UNIVERSITY
DENMARK

Register personal key to your AAU card —
DANISH

Civil register no. (*) Type without hyphen.

Card no. 5-6 digit code which appear on your student card.

Continue

(*) if you do not have a Danish CPR number (Civil registration number), you must write your date, month, and year of birth in that
order. Then, write the first two letters of your first given name followed by the first letter of your family name. Finally, you must
indicate your gender: 1 for males and 2 for females. A male person named Claes Anders Fredrik Moen, born the 31st of August
1975, must write: 310875CLM1.

NB!!

If you are using a public computer (i.e. in a library or at the service desk) then you should use an "Incognito mode" of your
browser

(that is how it is called in both Chrome and Firefox, butitis called "InPrivate browsing" in Internet Explorer)

Page 1 of 2

Figure 2.6: The AAUCard PIN code Register Page

However, if an adversary knows a card number and the birthdate of that card holder the
CPR-number can be brute-forced. This brute-force attack is possible since there is no
rate limiting on login attempts and the amount of CPR-number combinations, excluding
birthdate, is 540. If the sex of the victim is known, this can be halved. [20]

If the adversary only knows a birthdate, that multiplies the amount combinations by the
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amount of possible card numbers. Yet, as the card numbers seemingly are incrementally
generated, the amount combinations can be reduced if the adversary can approximate
when the victim was given an AAUCard.

A proof of concept implementation of this attack was written in The Go Programming
Language by a third party, but has been redacted from this report.

Furthermore, the AAUCard PIN code Register Page does not properly validate session
cookies when changing PIN codes, making it possible for an adversary to change the PIN
code of any AAUCard without knowing the associated CPR-number.

A proof of concept implementation of this attack was written in GNU Bash, but has been
redacted from this report.

2.4 Requirement Specification

In this section the requirements for a proof of concept will be examined and explained.

2.4.1 Vision for the AAUCard system

A focus will be placed on the cryptography used in AAUCards and how the related data
is handled. It is not the aim to mitigate or prevent every single method of attack, but
rather to reduce the risk of AAUCards being copied and to avoid trusting scanners. This
means that the door unlocking mechanism and AAUCard theft, as well as methods like
LFSR rollback and PICC sniffing, will not be considered.

To reduce the risk of cards being copied, sector 15 on each card will be locked with a
unique key. This means that an adversary would have to crack a key for each AAUCard
instead of a single key for all AAUCards. Furthermore, scanners will pass data to a server
that will handle the cryptographic operations instead, which means active attacks are
required by a potential counterfeit or otherwise malicious scanner. If the current cards
are to be phased out and replaced with new ones, the system should be able to handle
both card types during this period.

2.4.2 Requirements

1) Access must only be granted to users in accordance with the current roles and policies
(see section 1.2 on page 4).
A user should not be able to enter a building without proper permission given in the
system.

2) Each AAUCard must be protected with a unique key.
As mentioned in section 2.5.2 on page 11 if an adversary manages to crack the key
of the AAUCard it allows for reading all AAUCards.

3) Must be able to work with more than one scanner.
The server has to be able to handle multiple doors, since two users might need to
enter two different doors at nearly the same time, without extra delay.
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4) The scanner must not have access to a card’s secret data or unique key.
This would defend against an adversary installing malicious software on the scanner
or replacing it with a counterfeit scanner.

5) Must reuse the MIFARE Classic 1K cards.
As mentioned in section 2.3.3 on page 1/, the use of a different smart cards is not
a practical proposition.

6) The time between scanning a card and the prompt for a PIN code, excluding network
delay, must be within one second.
As mentioned in section 2.1.1 on page 8, convenience is a high priority of the
AAUCard, which means that it should not take too much time to unlock a door.

2.5 Proposal of Two Systems

As per requirement 4 in section 2.4 on the preceding page the scanner must not have access
to a card’s secret data or unique key. Due to the technical complexity of this requirement,
two possible systems have been proposed; system a and system b. Both systems use
MIFARE Classic 1K cards for authorization, and aim to comply with all requirements bar
requirement 4.

The main difference between the two systems is that system a trusts the scanners, while
system b don’t. In system a the scanner performs Cryptol operations as opposed to system
b, in which the server performs Cryptol operations, making it possible for the scanner to
only pass data.

System a can be implemented without much difficulty, as the Cryptol operations are
already implemented on the MFRC522-chip used in the scanner. This leaves more time
for development and implementation of desirable features.

In system b however, the proprietary Cryptol-algorithm has to be implemented on the
server. This ought to be more time consuming than implementing system a.

Table 2.1: Properties of the two proposed systems

Cryptol operations Amount of features Security

Performed by the

System a High Less desirable
scanner

System b Performed by the Low Desirable
server

Table 2.1 showcases how the two systems properties is a trade-off between security and
features.

Due to the preferable security properties and compliance with all requirements, system b
will be the one developed.
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2.6 Final Problem Statement

Through the analysis done in chapter 2 on pages 7-16 it was found, how the current access
control system works on AAU. The requirements for an improved system has been made
based on research and an interview done at AAU. The following final problem statement
has been defined:

What measures can be taken to reduce the risk of access control system
exploitations at Aalborg University?

18



Development

A system overview is conceived through the information gathered in the problem analysis
and requirements set in the requirement specification.

A distinguishing measure taken against exploitations is that the scanner is not trusted,
which is possible by keeping the scanner from accessing sensitive data that could be used
to duplicate a card. All verification is also done server-side. This process is visualized
through the following use-case diagram:

Scanner Server

User Database

—]— Request access @

Figure 3.1: A use-case diagram showcasing the interactions and associations between scanner and server.

Each line in figure 3.1 on the next page represents an interaction. All possible interactions
are described below. As this proof of concept will not support a physical keypad for the
user to utilize, that is not included on the use-case diagram.

e Request access: Enables the user to scan their PICC, prompting the
authentication and access protocols. The PICC will communicate with the scanner,
and by proxy the server by using the scanner as a middleman, in order to gain access.

e Open: Enables the scanner to start a cryptography session. The validity of the
scanner will also be checked. If the scanner is not valid, it will not have access to
the ’Cipher’ and "Verify’ use-cases.
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e Cipher: Enables the scanner to perform various cryptographic operations on the

server.

e Verify: Enables the scanner to verify a card. If a card is invalid, it will be denied
access.

An overview of system design behind the scenes can be seen in figure 3.2 on the following
page.

_________________________________________________

_____________________________________

___________________

Query / Response

Data
Store

Sync

Server Application

___________________

Response

Client Application

Building 2

Building n

Figure 3.2: Client-server overview

The design consists of one server per building and scanners acting as clients, that request
whether or not a given card should unlock a given door.

If a higher level of redundancy is needed then two servers, with a fail-over mechanism,
could be placed in each building. Alternatively, if the clients have internet access they
could fail-over to a server in another building.

However, the synchronization between servers will not be implemented for now, due to
resource limitations. As such, fail-over will not be implemented either.

A server consists of a server application that will handle requests and query a data store
accordingly.
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3.1. Environment and Deployment Aalborg University

3.1 Environment and Deployment

While developing, Git on GitLab was used for version control. GitLab CI (Continuous
Integration) is configured with a file. The content of a sample file is shown in snippet 3.1
on the next page.

image: golang:1-alpine

test:
script:
- apk add --no-cache git
- go get -d -v ./...
- go test ./...
Snippet 3.1: GitLab CI configuration.

This configuration makes an instance of a GitLab runner install dependencies and run
tests on all suggested changes. This means that it is insured that changes to the program
can compile and pass all automated tests.

For developing the server locally with a database present, docker-compose was used.
docker-compose allows for setting up a development environment with a single
configuration file. A sample file is shown in snippet 3.2.

version:
services:
db:
image: postgres:11.5-alpine
environment:
POSTGRES_PASSWORD: changeme

madong:
depends_on:
- db
image: madong:madong
build:
ports:
- 4444:4444

Snippet 3.2: docker-compose file content

While production grade deployment is out of scope, the server was deployed using docker-
compose for testing and developement.
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3.2 Data Store

To keep track of card holders, credentials and such, persistent storage is needed.
Throughout this section, the content, type, and usage of this data store is addressed.

3.2.1 Table used for scanner authentication

Since only registered clients should be able to interact with the application, the application
should deny any clients that are not registered scanners. This is done by having a
cryptographic public key associated to each scanner, such that the application can accept
and reject connections depending on whether or not the scanner can cryptographically
sign its requests with the corresponding private key. Doing this also allows for revoking
scanners by removing their associated public key from the database. This public key entry
can simultaneously be used as a UID (Unique Identifier) if the client sends it alongside its
request, such that the application knows which public key to use, if it is registered when
checking the signature. An example of a table that can be used for scanner authentication
is shown in table 3.1 on the next page.

Table 3.1: Scanner authentication information

Scanner Public Key ‘ Zone ‘ Location

MCowBQYDK2VuAyEAfXK7 . .
5/+kiV1h6XoKefUWh3YL 1 \F;r:d;l]lng;éirs
s5QkNmqy3c9LQBW11Xw= !

This example has a single scanner, registered by its public key, which in this example
is generated from Curve25519 using OpenSSL!, a location, and a zone. The location is
only there to make configuration of the scanners easy. The application could for instance,
make sure that two doors to the same room are not in different zones. However, it would
require a consistent naming scheme, which is deemed out of scope, for locations to make
those kind of checks.

The zone entry is used to look up the associated policies and authorize according to the
policy table described in section 3.2.2. Zones follow the definition from section 2.1.1 on
page 8, where each scanner belongs to a zone with its own access policies, i.e. the outer
building door scanners are zone 0 while the inner door scanners are zone 1.

3.2.2 Table used for authorization policies

As mentioned in section 2.3.3 on page 14, different zones have different policies associated
with them. In order to keep track of a given zone’s policy, states that represent policies
are introduced. The states and their corresponding abbreviation and number are shown
in table 3.2.

! This may differ in the actual implementation depending on library availability etc.
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Table 3.2: Possible states of an authorization policy

State Abbreviation Number
Unlock for noone Noone 0
Unlock if card and PIN code are provided PIN 1
Unlock if card is provided Card 2
Unlocked All 3

This can be used in cases like the example in table 3.3 on the facing page, where all cards
with the "student' role, have to provide both their card and PIN code in order to gain
access to zone 0 between 16:00 and 8:00.

Table 3.3: Authorization policies

Zone ‘ Role ‘ Begin ‘ End ‘ State
0 | student | 16:00 | 8:00 | PIN

Policies can overlap and/or contradict each other, e.g. if two policies are identical except
for the time interval. The application will need some mechanism to handle or prevent
this.

Of course, authentication of cards ne